4 344, CITYoLONDON

* POLICE

Data Ethics Framework

Workbook

v1-0



What is data ethics? Data ethics is an emerging branch of applied ethics which describes the value
judgements and approaches we make when generating, analysing and disseminating data. This includes a
sound knowledge of data protection law and other relevant legislation, and the appropriate use of new
technologies. It requires a holistic approach incorporating good practice in computing techniques, ethics
and information assurance.

How to use the Data Ethics Framework: The Data Ethics Framework guides the design of appropriate data use
in policing and the wider public sector. This guidance is aimed at anyone working directly or indirectly with
data within the City of London Police, including data practitioners (statisticians, analysts and data scientists),
policymakers, operational staff and those helping produce data-informed insight. The Data Ethics Framework
builds on the core values of the Police Code of Ethics - honesty, integrity, confidentiality, equality and
diversity - to encourage ethical data use to build better services and inform policy.

Teams should work through the framework together before starting the design or discovery phase of a new
project, policy or service. Use the workbook to consider legal and ethical questions to inform the best

approach for your use of data.

Each part of the framework is designed to be regularly revisited throughout your project, especially
when any changes are made to your data collection, storage, analysis or sharing processes.

For advice support and guidance, please contact Information Mangement Service - IMSupport@
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Data Ethics Framework

1. Start with clear user need and public benefit

Description of the user need with supporting evidence
2. Be aware of relevant legislation and codes of practice

List the pieces of legislation, codes of practice and guidance that
apply to your project.

3. Use data that is proportionate to the user need

Describe how the data being used is proportional to the user need
4. Understand the limitations of the data

Identify the potential limitations of the data source(s) and how they
are being mitigated

5. Use robust practices and work within your skillset

Explain the relevant expertise and approaches that are being
employed to maximise the efficacy of the project

6. Make your work transparent and be accountable

Describe how you have considered making your work transparent
and accountable

7. Embed data use responsibly![ |

Describe the steps taken to ensure any new model, policy or service
is managed responsibly
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defined
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https://www.gov.uk/guidance/1-start-with-clear-user-need-and-public-benefit
https://www.gov.uk/guidance/2-be-aware-of-relevant-legislation-and-codes-of-practice
https://www.gov.uk/guidance/3-use-data-that-is-proportionate-to-the-user-need
https://www.gov.uk/guidance/4-understand-the-limitations-of-the-data
https://www.gov.uk/guidance/5-use-robust-practices-and-work-within-your-skillset
https://www.gov.uk/guidance/6-make-your-work-transparent-and-be-accountable
https://www.gov.uk/guidance/7-embed-data-use-responsibly

Principle 1: Start with a clear user need and public benefit

To consider:

Describe the user need:

Does everyone in the team understand the user need?

How does this benefit the public?

What would be the harm in not using data science - what needs might not be met?

Do you have supporting evidence for the approach being likely to meet a user need or provide public benefit?




Principle 2: Be aware of relevant legislation and codes of practice

To consider:

List the pieces of legislation, codes of practice and guidance that apply to your project:

Do all team members understand how relevant laws apply to the project?

If necessary, have you consulted with relevant experts?

Have you spoken to your information assurance team?

If using personal data, do you understand obligations under data protection legislation?




Principle 3: Use data that is proportionate to the user need

To consider:

If using personal data, have you answered the questions for determining proportionality? You
must include evidence to support any decision.

If using personal data, what measures are in place to control access? How widely are you
searching personal data?

How can you meet the project aim using the minimum personal data possible?

Is there a way to achieve the same aim with less identifiable data?

Can you use synthetic data?

Has the data being used been provided for your analysis?

By using data that the public have freely volunteered, would your project jeopardise people
providing this again in the future?

Could you clearly explain why you need to use that data to members of the public?

Is there a fair balance between the rights of individuals and the interests of the community?




Principle 4: Understand the limitations of the data

To consider:

Identify the potential limitations of the data source(s) and how they are being mitigated:

What data source(s) is being used?

Are all metadata and field names clearly understood?

What processes do you have in place to ensure and maintain data integrity?

Is there a plan in place to identify errors and biases?

What are the caveats?




Principle 5: Use robust practices and work within your skillset

To consider:

Explain the relevant expertise and approaches that are being employed to maximise the
efficacy of the project

Describe the disciplines involved and why.

Are there expertise that the project requires that you don'’t currently have?

Have you designed the approach with a policy team or subject matter expert(s)?

Has all subject matter context, from policy experts or otherwise, been taken into account when
determining the appropriate loss function for the model?

If necessary, how can you (or with external scrutiny) check that the algorithm is achieving the
right output decision when new data is added?

How has reproducibility been ensured? Could another analyst repeat your procedure based on
your documentation?

How confident are you that the algorithm is robust, and that any assumptions are met?

What is the quality of the model outputs, and how does this stack up against the project
objectives?

If using data about people, is it possible that a data science technique is basing analysis on
proxies for protected variables which could lead to a discriminatory policy decision?




Principle 6: Make your work transparent and be accountable

To consider:

Describe how you have considered making your work transparent and accountable

Have you spoken to your organisation to find out if you can speak about your project openly?

Have you considered how both internal and external engagement could benefit your project?

How interpretable are the outputs of your work?

How are you explaining how approaches were designed in plain English to other practitioners,
policy makers and if appropriate, the public?

Can you openly publish your methodology, metadata about your model, and/or the model itself
e.g. on Github?

Can you get peers to review your Pull Requests?




Principle 7: Embed data use responsibly

To consider:

Describe the steps taken to ensure any insight is managed responsibly:

How many people will be affected by the new model, insight or service?

Who are the users of the insight, model, or new service?

Do users have the appropriate support and training to maintain the new technology?

Have future events been planned for?

Is your implementation plan correlated with the impact of a particular model?

How often will you report on these plans to senior reporting officers?
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