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Summary

This report is in response to the actions from the minutes of the Audit and Risk
Management May Committee meeting and to provide a status update in
relation to information security and governance.

Recommendation(s)

Members are asked to:

¢ Note the report

Main Report
Background

This report is designed to provide a response and update to mitigation of information
security and governance risk (CR16) and further developments in this area:

e Update on current position: number of breaches
e Risk mitigation to date: training, communications, engagement

e Development of the IMGB (Information Management Governance Board) in
terms of structure, changes, future approach and action plan.

Current Position and actions from last report

The following provides an outline of the current position and actions from the last
report:

1. Security Breaches: There have been 2 breaches of information since the last
report (May 2014). Both breaches were reported to the Information Officer
through the correct course of action and neither were considered to be of a
nature that they should be reported to the Information Commissioner.

a. Culture, Heritage and Libraries / Town Clerk's Department: 4/6/14
A Committee report was published on website containing: personal
contact information of a third party. After notification the information
was removed from the website. After investigation, it was concluded
that the information was available elsewhere on the web, however we
published a mobile contact number in error.




Action: Arranged for the following action: staff involved were reminded
to be vigilant when handling personal information and asked to re-
complete the DP e-learning package.

b. GSMD: 10/6/2014
Personal information of a current student was mistakenly added to an
email sent to a rejected student. The information consisted of the
current student’'s name and course information, and general reference
to health issues, but the health issues were not specified.

Action: An apology was issued to data subject, ie the current student;
the unintended recipient confirmed the email was deleted; staff
involved were reminded to be vigilant when handling personal
information and asked to re-complete the DP e-learning package.

2. Mitigating Actions to avoid security breaches
a. Training:

i. 123 staff have attended engagement presentations in Data
Protection to date in 2014.

ii. 57 staff have completed Protecting information level 1, 2 or 3
relating to their role in 2014

iii. 35 staff completed Data Security training in 2014 so far.

b. Communication and awareness: there has been further
communication to all City staff through the following means with
respect to handling information with emphasis on Data Protection,
breaches of which can incur the biggest penalty for the City
Corporation.

i. Email infographic sent to all staff from the Deputy Town Clerk 5
August 2014 and used as bite sized office posters (see
Appendix 3)

ii. Email about building security sent to all staff on 31 July 2014

iii. Email about ‘being aware of ‘phishing’ sent to all staff on 19
August 2014 with links to further information on Data Security
training.

iv. Communication of ‘one stop shop’ diagram to reporting
information security incidents — paper based, personal
information, loss or theft of devices and building security
published on the intranet. See Appendix4.

c. Improvement in auditing the Mitigation of Risk

i. Data Protection compliance checks through the AIN (access to
information network) representatives as a pilot process
commenced in November 2013. This involves working with AIN
reps to check local security arrangements for physical security
of items (physical security of information through storage and
transportation, clear desk policy for those working with personal



data). This will be rolled out further and broadened over time to
cover other issues such as retention of personal data..

Clarity in the reporting process: an agreed ‘back office’ incident
escalation process is outlined in Appendix 5.

In time for Learning and Development week in October 2014,
the new Learning Management System will be rolled out across
the City Corporation. This presents the opportunity to promote
the most up to date information management courses to staff
and target those staff who handle personal or sensitive
information and track their course completion more fully and
present completion statistics back to the IMGB.

Development of the IMGB

1. Terms of Reference:

a. The IMGB (Information Management Governance Board) is now a

b.

strategic board only.

The purpose of the board is to decide on the most pressing areas of
concern in relation to IMG (information management and governance)
and identify the key business areas and experts to collaborate with in
addressing IMG issues.

It will then recommend interventions such as workshops, policy
development, communication and training in relation to best practice in
the field of information governance and management where applicable
— corporately and departmentally.

After careful consideration of the performance of the previous IMGB, this
approach was agreed by both the SIRO and Chairman (listed in Appendix 1).
The ambition is to develop effectiveness and efficiency in information
governance and management through a fresh approach, using organisational
expertise to best effect and reduce bureaucracy. An outline of Board
Members and planned activity for Autumn 2014 is included in Appendix 1.

Conclusion

This report has outlined progress since the last report submitted in May 2014 and
sets out the planned course of action going forward.

Appendices

e Appendix 1: IMGB: Membership

e Appendix 2: Action and Engagement Plan

e Appendix 3: Example of staff communications since May 2014 for illustration
purposes only. A full printout of the diagram is available on request.



e Appendix 4: Flow diagram for staff information of incident reporting for
‘information breaches’ in relation to sensitive, hardcopy/online, and building
security.

e Appendix 5: Flow diagram of incident escalation/decision in the event of a
breach.

Graham Bell
Chief Information Officer and SIRO (Senior Information Risk Officer)

T: 0207 332 1307
E: graham.bell@cityoflondon.gov.uk



Appendix 1: IMGB membership

IMGB: Membership

e Director of the Built Environment (Chairman)
¢ Chief Information Officer (SIRO, or Senior Information Risk Officer)

,,,,,,,,,,,,,,,, .. Head of Corporate Performance and Development, Town Clerks

e Strategy, Research and Information Lead, Chamberlain’s

e Summit Group
e Chief Officer Group

A 4

Seek corporate decision
(policy refresh etc)

Consult
Experts through workshops etc.

with Col Information

Expert

Topic

Archivists (London Metropolitian Archives)

Record management

Technical Architects/IS and Agilisys

Data Security, system decommissioning, data
retention and disposal

Committee and Member Services

VIP team (IS)

Member training and education, information handling
and access

Head of Corporate
Performance is line
manager to Information
Officers

Caldicott Guardian
(Community and Children’s Services)

Handling sensitive and confidential information/
protective marking

Audit and Risk Team

Record retention

Information Officer x 2

DP/FOI compliance

Lawyers (Comptroller and City Solicitors)

Record management

Appendix 2: Action and Engagement Plan: Autumn/Winter 2014




Activity

Action

Owner

Completion Date

Protective Marking Information
classification awareness in line
with 2014 legislation

Direct approach to areas required to classify
sensitive information. Work with business
areas to identity areas this applies to and
assist them in achieving this

Strategy, Research and
Information Lead, Chamberlains

September 2014

Ensure robust online security
policy and plans are in place.

Refresh and agree information security policy
for online systems. Promote online security
and training

Strategy, Research and
Information Lead, Chamberlains

October 2014

Clear desk policy for those

Work with departments and Chief Officers to

Strategy, Research and

October-December 2014

dealing with sensitive | identify those dealing with sensitive information | Information Lead, Chamberlains
information to encourage and sponsor clear desk policy in
key areas. Assess success factors of this.
Audit compliance of Data | Work with AIN representatives to develop and | Information Officers, Town Clerks Winter 2014

Protection Act

expand areas covered by DP compliance
audits.

Ensure best
relation to

practice in
secure

Consult with Committee and Member Services
and other key departments in this area such as

Strategy, Research and
Information Lead, Chamberlains

Autumn 2014

transportation of sensitive | Community and Children’s Services
material such as non
Promote new Civil Service | Rollout and promote 4 new training modules | Strategy, Research and | October 2014

Information Governance and
security modules

that include cyber security awareness:

e Course for General Users/all staff

e Course of Information Asset Owners
(IAOs)

e Course for Senior Information Risk
Owners

e Course relevant to Members and
Senior Managers

Information Lead in partnership
with HR and Information Officers.




Data Protection e-Flyer: Summer 2014

Appendix 3: Example of communications to staff:
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Appendix 4: Flow diagram for Information Incident reporting:

Staff Information now available on intranet.
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Appendix 5: Flow diagram of agreed escalation process structure (back
office) once an information breach is recorded.
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