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A local service with a national role, trusted by our communities to deliver policing with professionalism, integrity and compassion




Performance Assessment

The dashboard provides an assessment of City of London Police performance against the objectives set out in the National Policing Strategy for Fraud, Economic and Cyber Crime 2023-28.
The National Policing Strategy was launched in November 2023 and translates national strategies and objectives set by His Majesties Government into actionable measures for policing in
the areas of fraud, money laundering and asset recovery and cyber. The report shows CoLP attainment against the objectives. The National Policing Strategy sets out a purpose to “improve
the UK policing response to fraud, economic and cyber crime” through three key cross cutting objectives of:

* Improving outcomes for victims;

* Proactively pursuing offenders;

* Protecting people and business from the threat of Fraud, Economic and Cyber Crime.

The NLF plan sets out key cross cutting enabling commitments that City of London Police is seeking to achieve: Q2 Q3
We will deliver and co-ordinate regional Proactive Economic Crime Teams and uplifted National Lead Force teams to form part of the National Fraud Squad. The NFS teams 4 4
will proactively target fraudsters and disrupt offending achieving criminal justice and alternative outcomes.
We will deliver enhanced victim care & support to victims of fraud & cyber crime, to reduce harm of offending and prevent re-victimisation. i i
We will deliver agreed and consistent content across the PROTECT network, to ensure consistent messaging in line with HMG guidance and promoting HMG systems and 4 4
services.
We will improve the policing response to fraud. 1 =
Fraud and Cyber Reporting and Analysis Service (FCCRAS) objectives will be added when the system launches.
We will increase the policing response and outcomes linked to NFIB / FCCRAS crime dissemination packages i) =
We will lead the National Fraud Squad to PURSUE identified high harm offenders through joint, centrally co-ordinated national operations and to participate in NECC led fraud iy 4
intensifications throughout the year.
We will upskill and train our staff so that they are able to effectively respond to the threat of fraud, economic and cyber crime. i) =
We will develop and action a National Economic Crime Workforce Strategy. = i)
w—— | A
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Executive Summary: Key Cross Cutting Strategic Objectives
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Protect people and
businesses from the threat
of fraud, economic and
cyber crime.

Improve outcomes
for victims.

Proactively pursue
offenders.

Protect disruptions and social media impressions have
exceeded the Home Office target significantly. This is
due in part to press release in August regarding retail
fraud and a DCPCU interview on BBC Morning Live
which promoted engagement with social media.

National Lead Force hosted and organised a number of
key strategic events in Q3:-

National Strategic Economic Crime Briefing — 190
attendees from police forces, regional crime units, NCA,
NPCC, CPS and NECC.

SOCEX - 400 operational law enforcement
professionals, government and industry representatives.
NUG (National User Group) —200 attendees. Forces
from all over the country attended.

Protect Conference —200 officers and staff. The very
first joint protect conference which brought together
both the fraud and cyber protect networks.
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National Lead Force has exceeded its Home Office set target
for judicial outcomes by a significant percentage. This is due
to a number of outcomes linked to two large investigations in
Ql and Q2.

NFIB have implemented use of the new Foundry Platform in
Q3. This has led to temporary abstractions of st7-dayiod to
training and facilitating the launch of the new system.

NFIB sent less vulnerable person alerts this quarter, however
99% were sent within the 7-day target. There has been a
drop in NFIB performance this quarter due to staff
abstractions.

Action Fraud satisfaction has fallen 4% below the Home
Office target.

NECVCU performance has been affected by staff abstractions
due to training leading to a lower volume of calls being
made.

Disruptions against organised crime groups are
increasing. In Q3, NLF Ops teams recorded major
disruptions for investigations into payment diversion
and investment fraud.

Financial disruptions are also increasing. Following a
successful investigation into a £2.7 million boiler room
fraud, CoLP successfully applied for confiscation orders,
with 134 victims being paid from the available
£372,742.

National Lead Force operational teams supported the
national money mule intensification Operation Emma
10.

A local service with a national role, trusted by our communities to deliver policing with professionalism, integrity and compassion




National Lead Force Fraud Operations: Includes National Fraud Squad Teams and Funded Units

Proactively Pursue Offenders

@

We will deliver and co-ordinate regional Proactive Economic Crime Teams and uplifted National Lead Force teams to form part of the National Fraud Squad. The NFS teams will proactively

target fraudsters and disrupt offending achieving criminal justice and alternative outcomes.

Success Measures:

A. Increase the number of disruptions against fraud organised crime groups and serious organised crime i)
B. Increase the number of POCA activities 0
C. Increase the number of disruptions against technological enablers 0
Total Disruptions Against OCGs and SOC Number of POCA Activities S Total Disruptions to Technological Enablers Disru ptions
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w0 w7 70 60 7 B oo diversion and investment fraud. A female carer
40 1 39 ' was convicted of Abuse of Position of Trust and
00 26 266 . 100,000 sentenced to 30 months suspended for 3 years,
200 265 - 2 - 50,000 846 and a corporate employee fraud defendant
° PYTD 23/24 FYTD 24/25 ° Fy 2324 fy 2.5 0 received 3 years imprisonment. PIPCU worked
— 1 @ a3 T —— 23/24 quarterly av.| | m— Q1 @ a3 Yy p— 23/24 quarterly av. | | e 1 D s 03 Q8 oo quarteryav| | With law enforcement across Europe to take

OCG Disruptions
Teams are investigating 65 OCGS (-5)
In Q3 teams recorded against OCGs:
4 major disruptions (= to 23/24 Q3)
4 moderate (-5 on 23/24 Q3)
11 minor disruptions (+3 on 23/24 Q3)
248 disruptions against other threats is
a +12% (+27) increase on Q3 23/24
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Financial Disruptions
In Q3 Fraud Teams reported 29 POCA
activities up 79% (+11) from Q3 23/24
These had a value of £1,913,501 down
4% (-£86,644) from Q3 23/24
7 confiscations, 3 asset restraining, 12
cash detentions and 3 cash forfeitures
170 victims were awarded a share of
£797,896 in compensation

Technological Disruptions

In Q3 Fraud teams reported:

* 239 disruptions to websites

* 12,522 to cards and bank accounts

* 5 to social media accounts

* 1,410% (+11,920) increase on Q3 23/24

* DCPCU carried out large operations
resulting in more than 265k bank
account shut-downs in March, July and
November

down a large illegal streaming network. DCPCU
saw 3 men sentenced to a combined 6 years 9
months for using a SIM farm to defraud victims
of over £223k and IFED recorded 3 convictions
for staged motor collisions.

Following a successful investigation into a £2.7
mil boiler room fraud, CoLP successfully applied
for confiscation orders, with 134 victims being
paid from the available £372,742.

A local service with a national role, trusted by our communities to deliver policing with professionalism, integrity and compassion




National Lead Force Fraud Operations: Includes National Fraud Squad Teams and Funded Units

Protect People and Businesses

We will deliver enhanced victim care and support to victims of fraud and cyber crime, to reduce harm of offending and prevent re-victimisation. We will deliver agreed and consistent
content across the PROTECT network, to ensure consistent messaging in line with HMG guidance and promoting HMG systems and services.

Success Measures:

A. Increase the number of protect engagements and attendees
B. Increase the number of social media posts and impressions — Home Office Measure
C. Increase the number of Victim Support Unit contacts

SN
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Protect Events
Teams held 65 events in Q3 a 35%
decrease (-34) from Q3 23/24
6,441 people attended these events
down 5% (-329) from Q3 23/24
Activity peaked in November with 33
events and 3,626 attendees
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Social Media — HO Measure
Teams posted 95 messages on social
media, down 18% (-22) from Q3 23/24.
The related impressions rose to
793,827, up 52% (+272,976) on Q3
23/24
Impressions were particularly high in
August due to a press release regarding
a retail fraud investigation
Home Office target Exceeded

Victim Care Unit

* VCU was responsible for 4,683 victims
in Q3, relating to 25 (+3) investigations.

* A total of 2,717 VCOP updates were
issued in Q3, up 32% (+654) from Q3
23/24

* 1,436 victims received Protect advice

* 4 new call blockers were issued, and
159 nuisance calls were blocked in Q3

PROTECT and Social Media

IFED posted regarding moped ‘crash for cash’
fraud. Other media included a quote by the
A/Commissioner on the new Insurance Fraud
Charter and an interview in The Economist.

The NLF Ops teams posted about romance
fraud, protect
celebrities, and publicised International Fraud

featuring advice from
Awareness Week.

The PIPCU DCI was interviewed by the BBC
about the risks of fake car parts and ITV about
fake goods before Christmas.

DCPCU’s interview on BBC Morning Live was
engaged with on social media. A press release

was sent on 3 men sentenced for sending

phishing messages and stealing over
£220,000. é;\
il R =
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National Lead Force Fraud Operations: Includes National Fraud Squad Teams and Funded Units

Improve Outcomes for Victims

We will increase the policing response and outcomes linked to NFIB / FCCRAS crime dissemination packages. We will lead the National Fraud Squad to PURSUE identified high harm
offenders through joint, centrally co-ordinated national operations and to participate in NECC led fraud intensifications throughout the year.

Success Measures:

A. Increase the judicial outcome rate for CoLP — Home Office Measure

B. Decrease ColLP aged outstanding disseminations

C. Support CoLP teams to engage in intensification efforts — Home Office Measure

NEIE

LFOR intensifications — HO Measure
The ColLP Fraud Targeting Cell (FTC)
disseminated 14 intelligence packages to the
Proactive Economic Crime Teams (PECTS) as
part of the EMMA 10 intensification. The FTC
worked closely with the Cyber Defence
Alliance to identify Money Mule Recruiters

advertising services on social media.

Throughout November 2024 7 suspects were
arrested relating to the packages. The
interview of another suspect resulted in a
Cease and Desist notice. There was positive
feedback from the PECTs who commented on
the proactive nature of the operation and
comprehensive detail of the intelligence

packages. Home Office target met

Judicial Outcomes Recorded by ColP
600

500 60
400
300 311
200
100 L% P .
i ™

Judicial 23/24 Judicial 24/25

I 01 Q2 a3 Q4 ====- HO TARGET

CoLP Aged Outstanding Disseminations - Total 2,628
2000

1500

1000 1617
617

>0 34

7 119 6

161

FY 23/24
24 mths +

0

FY 19/20
® 1-6 mths

FY 20/21
7-12 mths

FY 21/22
13-18 mths

FY 22/23
19-24 mths

Me2449 CITY o LONDON

=¥ POLICE

ey r i iy

Judicial Outcomes — HO Measure
In Q3 CoLP teams recorded 60 judicial
outcomes
Up 81% (+27) from Q3 23/24, but down
81% from the previous quarter.
222 no further action outcomes were
also recorded, up 95% (+108) from Q3
23/24
Home Office target Exceeded

Outstanding Disseminations
* At the end of Q3 2,628 disseminations
from 19/20 to 23/24 were with CoLP
teams awaiting outcomes.
* This is down -5.54% (-154) from the
end of the previous quarter showing
ongoing improvement

Judicial Outcomes

A national target of 6,000 judicial outcomes
was set for 24/25, and this has now been
exceeded by 5% with 6,275 outcomes
reported. The combination of a number of
large cases being finalised and the continued
targeted engagement from the National
Coordinators Office have been instrumental
in reducing outstanding disseminations.

ColLP teams have contributed to this result
with judicial outcome totals consistently
above the 23/24 average.

61% of the 24/25

judicial outcomes

recorded by CoLP are from two large NLF
investigations recording 105 outcomes in Q1
and 209 in Q2.

A local service with a national role, trusted by our communities to deliver policing with professionalism, integrity and compassion




National Reporting Service: includes NFIB, Action Fraud (AF) and NECVCU

Proactively Pursue Offenders

We will deliver the Fraud and Cyber Reporting and Analysis Service (FCCRAS) -

intelligence packages. We will ensure intelligence is appropriately recorded and disseminated to assist with all 4P outcomes

including the ability to feedback intelligence into the system for further development and inclusion in

Success Measures:

A. Increase the allegations of fraud reviewed in 28 days meeting ‘highly likely’ & ‘likely vulnerable’ on the solvability matrix
B. Increase the number of NFIB packages disseminated to CoLP teams
C. Toreview and, where appropriate, disseminate vulnerable person alert within 7 days.
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Priority Allegations
* In Q3 NFIB teams reviewed:
* 45% of allegations that are highly likely
to be solved, down 4% from Q3 23/24
* 33% of ‘likely to be solved’ with a
vulnerability element, up from 13% Q3
23/24 and 17% the previous quarter

Disseminations to CoLP

* NFIB sent 653 disseminations to CoLP
teamsin Q3

* This was down 12% (-91) on Q3 23/24
but up 65% (+257) on the previous
quarter

* Inthe same period all NFIB
disseminations fell by 36% (-9,475)
from Q3 23/24 from 26,529 to 17,054

Vulnerable Person Alerts
NFIB sent 2,033 vulnerable person
alerts to forces in Q3
This is a decrease of 12% (-285) alerts
from Q3 23/24
Consistently, 99% of these were sent
within the 7-day target timescale

National Fraud Intelligence Bureau (NFIB)

In Q3 the NFIB undertook implementation of a
new platform alongside their existing
technology. Although it was intended to have
no parallel running, there is now an
incremental change from the current service
to the new platform whilst the build for the
front-end service goes live.

This has seen the abstraction of staff to
facilitate the process and 22 coaches trained
to use the platform and given opportunities to
familiarise themselves with the new system,
before cascading the training to staff when it
goes live.

In Q1 and Q2 NFIB supported MPS
investigation Stargrew, disseminating 20k

allegations and affecting business as usual.
o WA
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National Reporting Service: includes NFIB, Action Fraud (AF) and NECVCU

Improve Outcomes for Victims

We will improve the policing response to fraud.
Fraud and Cyber Reporting and Analysis Service (FCCRAS) objectives will be added when the system launches.

Success Measures:

A. Increase the number of Action Fraud social media posts and impressions — Home Office Measure
B. Maintain the percentage of survey respondents who are satisfied with the Action Fraud reporting service — Home Office Measure
C. Increase number of fraud victims who receive protect advice (NECVCU engagement) — Home Office Measure

=

=
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Social Media — Action Fraud (AF) has
increased collaboration with 3 parties who
post campaign materials, but the impressions
are not logged in these figures. AF plan to
implement videos and reels to expand reach
and engagement from Q4.

Action Fraud - The Contact Centre focus
remains consistent, maintaining FTE delivery
across each shift, ensuring levels remain
stable, and reducing average call waiting
times, which fell from 11.53 minutes in Q2, to
9.28 in Q3.

NECVCU - Engagement is up compared to
23/24 but has not met the stretch target.
Level 1 service levels were affected by staffing
investment in training, workshops and support
for continuous improvement measures
between August and November, reducing the

number of hours available for calls.
n 1

Action Fraud Social Media Posts and Impressions Victim Satisfaction by Month and Reporting Channel Overall Victims Engaged
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Action Fraud Social Media — HO Measure Action Fraud Satisfaction — HO Measure NECVCU Victim Contacts — HO Measure
* AF made 454 postsin Q3, up 75% * Contact Centre satisfaction was at 97% * NECVCU engaged 14,563 victims, down
(+196) from Q3 23/24 in Q3, 2% higher than the 95% target 12% (-2,072) from the HO target but up
* The related impressions for these posts * Online reporting stable at 85%, 5% (+724) from Q3 23/24
totalled 1,470,328 a drop of 21% averaging out at the target rate * £403,622 of funds were recovered, up
(-402,125) from the previous year * Of the Overall, links delivered in Q3 just 8% (+£28,622) from the HO target
* Home Office target Exceeded 1.1% chose to provide satisfaction * 0.46% repeat victims meets HO target
feedback * 76% victims feel confident online after
* (Call abandonment was at 42%, up 15% engagement meets HO target
adx from Q3 23/24 * Home Office engagement target not
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Economic Crime Police Headq uarters: includes Workforce Strategy, Economic Crime and Cyber Academy and Protect.

Protect People and Businesses @

We will upskill and train our staff so that they are able to effectively respond to the threat of fraud, economic and cyber crime. We will roll out a revised performance framework across
PURSUE, PROTECT, PREPARE and PREVENT. ROCUs and Forces to ensure completion of performance framework and resulting recommendations. We will invest in and explore technological

and data sharing solutions and opportunities.

Success Measures:

A. Toincrease delegate training levels in the Economic and Cyber Crime Academy (ECCA).
B. Deliver objectives against National Workforce Strategy.
C. National Coordinator’s Office to complete visits to all ROCUs — Home Office Measure

g(=(

Workforce Strategy
The FIO student placement program, has
reached a significant milestone: students are
embedded into ColLP with FIO accreditation.
They are taking on meaningful and impactful
responsibilities. Preparations for the second
cohort are well underway.

The direct entry detective recruitment
pathways for fraud and cybercrime are
progressing positively. Fourteen recruits are
set to begin their training in the PoliceNow
academy/ CoLP this March.

Progress has been made in the development
of the Living Library and the joint PwC/PSFA
challenge panels, both of which are on track
for launch by the end of February.

100
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Academy Training Courses
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Academy

In Q3 the ECCA held 18 courses, equal
to the numberin Q3 23/24

The number of classroom delegates also
stayed the same at 209 up 2 from 207
Satisfaction at 88% fell by -2% from Q3
23/24 due to poor venue in November
Crypto training delegates continued to
rise to 584 in Q3, compared to a total of
72 for the whole of 23/24.

ECPHQ Activity
National Strategic Economic Crime
Briefing — 10 October, the Barbican,

London, around 190 attendees from police
forces, regional crime units, NCA, NPCC,
CPS and NECC.

SOCEX — 18-20 November, Stratford-upon-

Avon, over 400 operational law
enforcement professionals, government
and industry representatives.

NUG (National User Group) - 27
November, Birmingham, over 200

attendees. Forces from all over the country
attended.

Protect Conference — 28-29 November,
Birmingham, around 200 officers and staff
who work in protect with representatives
from every region. The protect conference
was the very first joint protect conference
which brought together both the fraud and
cyber protect networks.

Regional Visits — Home Office Measure
In Q3 three regions were visited, NWROCU
on 15/16 October, SWROCU on 12/13
November and the NWROCU on 9/10
December. All  demonstrated some
excellent working practices that can be
shared across the regions.

One observation was inconsistencies in
how disruptions are identified and
recorded on APMIS, particularly in respect

of Protect activity. There are also
inconsistencies with the hosting of
regional threat groups and strategic

governance groups (prosperity). Lastly, the
influx of new staff (AMLAR, Fraud Reform)
has stretched supervisory ratios beyond
the recognised norm for some regions.

A local service with a national role, trusted by our communities to deliver policing with professionalism, integrity and compassion
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Performance Assessment

The dashboard provides an assessment of national policing performance against the objectives set out in the National Policing Strategy for Fraud, Economic and Cyber Crime 2023-28. The
National Policing Strategy was launched in November 2023 and translates national strategies and objectives set by His Majesties Government into actionable measures for policing in the
areas of fraud, money laundering and asset recovery and cyber. The report shows national attainment against the objectives. The National Policing Strategy sets out a purpose to “improve
the UK policing response to fraud, economic and cyber crime” through three key cross cutting objectives of: Improving outcomes for victims; Proactively pursuing offenders; Protecting
people and business from the threat

The NLF plan seeks out key cross cutting enabling commitments that City of London Police is seeking to achieve Q2 | a3
MLAR 1 We will increase criminal justice outcomes and disruptions against money laundering offenders. @ ﬁ
MLAR 2 We will seize and restrain more criminal assets through including released asset denial activity ﬁ ﬁ
MLAR 3 We will provide training to policing on how to investigate and seize crypto assets. We will ensure accurate records of crypto assets seizures are ﬁ ﬁ
maintained and provided.

Fraud 1 We will increase the policing response and outcomes linked to NFIB / FCCRAS crime dissemination packages. ﬁ ﬁ
We will deliver and co-ordinate regional Proactive Economic Crime Teams and uplifted National Lead Force teams to form part of the National Fraud ﬁ ﬁ

Fraud 2 . . . . . S .
Squad. The NFS teams will proactively target fraudsters and disrupt offending achieving criminal justice and alternative outcomes.

Fraud 3 We will lead the National Fraud Squad to PURSUE identified high harm offenders through joint, centrally co-ordinated national operations and to @ ﬁ
participate in NECC led fraud intensifications throughout the year.

Fraud 4 We will support and assist the national development and implementation of the Fraud Targeting Cell by contributing resource and supporting the delivery @ ﬁ
of systems and processes. We will increase intelligence packages into the system leading to increased proactive operations.

Fraud 5 We will develop and deliver a centrally co-ordinated National Fraud PROTECT Network that will align with the National Cyber PROTECT Network, share = =
best practice, and promote local delivery of national messaging.
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Performance Assessment

We will deliver agreed and consistent content across the PROTECT network, to ensure consistent messaging in line with HMG guidance and promoting

Fraud 6 HMG systems and services.
Cyber 1 We will increase the policing response and outcomes linked to NFIB / FCCRAS crime dissemination packages. We will ensure full and timely compliance @ =
from forces to record disseminations from the NFIB appropriately and that subsequent outcomes are reported back to NFIB correctly.
Cvber 2 We will increase intelligence led proactive operations and self-development operations regarding Computer Misuse Act offending, ensuring the relevant ﬁ ﬁ
y deconfliction safeguards are followed.
Cvber 3 We will develop the current PROTECT notification processes to ensure a consistent approach to both the direct PROTECT officer taskings and the ﬁ ﬁ
¥ notifications delivered at scale.
We will ensure ROCUs and Forces are regularly using Police CyberAlarm to help support member organisations when issues are identified and use the @ @
Cyber 4 data to inform and drive PROTECT, PREVENT and PURSUE activity. PROTECT Officers will promote Police CyberAlarm to all SME organisations they engage
with.
Cvber 5 We will deliver the new NPCC Cyber Resilience Centre (CRC) Model. This includes the new Operating Model to deliver the levels of consistency and ﬁ ﬁ
y assurance required. CRCs and PROTECT officers will work together to support each other’s work and grow CRC membership.
Cvber 6 We will develop improved referral process for new nominals to include Target Operating Model and definition of when a referral should be made. We will ﬁ ﬁ
y introduce a single national or regional referral mechanism and implement risk assessment (CORA) and tasking mechanisms for PREVENT referrals.
Cvber 7 We will roll out the Cyber & Digital Specials & Volunteers (CDSV) Programme and platform to every region and Force and ensure effective management @ ﬁ
y and utilisation of CDSV skills across the network.
Cyber 8 We will revise and roll out a clear training, CPD and accreditation pathway for all roles within TCUK, with regular reviews of the training needs analysis @ @

and advancements in technology / threats. NPCC Deliver new strategy and delivery with the Economic and Cybercrime Academy.
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Executive Summary: Key Cross Cutting Strategic Objectives

Improve outcomes
for victims.

Proactively pursue
offenders.

0O

Protect people and
businesses from the threat
of fraud, economic and
cyber crime.

NFIB disseminations out to law enforcement are
exceeding the Home Office Target. This is in part due to
the exceptionally high number of disseminations in Q1
under a large national target let operation (Stargrew),
however Q3 is higher than the previous year’s average.

There has been a 68% increase in judicial outcomes in
comparison to the previous year. The Home Office
guarterly target has been exceeded by 32%. This is due
to high levels of outcomes attributed to national target
led operations, and also the increase in resources
investigating fraud in regional units.

National cyber judicial outcomes are showing a 41%
decrease compared to the previous year. This is in part
due to the high number of outcomes recorded in 23/24
Q2 which skewed the figures
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Money laundering disruptions and asset seizures are increasing
— exceeding the Home Office target. This is highly likely to be
due to the increase in resource delivered to regional crime units
under the AMLAR Programme which is co-ordinated by ColLP. So
far 93 extra staff have been delivered nationally. Asset seizures
were £11m this quarter - £6m of which was from one operation
in the North West targeting a solicitor who was enabling money
laundering. Overall cryptocurrency seizures are reporting an
£15,839% (+£9,389,376) increase in comparison to 23/24. This
is due to the use of new powers under the Economic Crime and
Corporate Transparency Act, alongside upskilling and national
procurement of analysis services by ColLP.

Operation EMMA 10 took place, targeting higher harm
individuals responsible for recruiting money mules online (mule
herders). The national operation resulted in 76 arrests, 43
warrants, £818,000 in seizures of cash and cryptocurrency, 13
asset freezing orders and 153 cease & desist notices and was a
great success. City of London Police co-ordinated the policing
response and provided actionable intelligence nationally.

National Protect surveys are now being issued at events
nationally. The survey data for the first quarter has been
useful in gaining quantitative and qualitative feedback
from attendees at events hosted by the National Fraud
Protect Network. 98% of attendees were satisfied with
their engagement, with 96% likely to change their
behaviour. Completion of these surveys is a target set
by the Home Office

In Q3 National Protect disruptions have exceeded the
Home Office target due to the high level of activity being
undertaken by the new National Protect Network.

There has been an increase to the number of Cyber
Crime Unit referrals to Cyber Resilience Centres.

A local service with a national role, trusted by our communities to deliver policing with professionalism, integrity and compassion
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Improve Outcomes for Victims

Performance Measure 1: We will increase criminal justice outcomes and disruptions against money laundering offenders.

Success Measures:

Ela Increase judicial outcomes for money laundering cases.
Elb Increase the number of disruptions at all levels — Home Office Measure

Ela MLAR National Dispoals Judicial Ela Currently, there are no judicial outcomes recorded for money

120 laundering and asset recovery on APMIS, as they are not tracked under the

100 current Home Office framework. However, we can measure judicial
80 — . disposals within the Criminal Justice System. These are now counted
60 12 towards the KPI measures of Judicial Outcomes. This data is likely under-
g reported.
40 30
9
20 o - For Q3, 31 judicial disposals were recorded, this is 158% (+19) increase
compared to Q3 for the previous year.
Disposals 23/24 Disposals 24/25
— Q1 Q2 @ Q4 ===e Benchmark 2024/25 is reporting 70 judicial disposals so far, this is 14% (-12) under the

benchmark target from 23/24.

E1b MLAR National Disruptions Elb Money laundering and asset recovery is classed as illicit finance on
2,000 APMIS. In Q3, there were a total of 1,302 disruptions.

1,500 omeomemeo et

...... * 66 major - 5% increase (+3) in comparison to Q3 23/24
L0 g S * 251 moderate - 70% increase (+103) in comparison to Q3 23/24
................ * 953 minor - 33% increase (+237) in comparison to Q3 23/24

500
The benchmark from 23/24 was 3,019, which translates to 755 disruptions
Qi @ @ o a Q@ 0 o4 per quarter. For Q3, disruptions are 72% (+547) above the benchmark
2023/24 2024/25 target. Overall, a positive quarter for disruptions.
=@ Total Disruptions =~ =ceeeeree Linear (Total Disruptions) Home Office Target Exceeded

The Agency and Partner Management
Information System (APMIS) is the performance
reporting and tasking system for the NCA and
partners. The majority of data in this report is
taken from this system.

APMIS was rolled out to all forces in 2023. The
number of forces that are loading fraud,
economic and cyber crime data is growing as
forces obtain more licenses, however this is still a
work in progress.

CoLP is encouraging all forces and regions in the
use of APMIS during regular force engagement
visits.

A local service with a national role, trusted by our communities to deliver policing with professionalism, integrity and compassion




Money Laundering and Asset Recovery

Proactively Pursue Offenders

provided.

Performance Measure 2: We will seize and restrain more criminal assets through including released asset denial activity
Performance Measure 3: We will provide training to policing on how to investigate and seize crypto assets. We will ensure accurate records of crypto assets seizures are maintained and

Success Measures:

E3 Recover a higher number of crypto assets.

E2a Increase the number of asset freezing orders, restrained assets, and recovered and confiscated assets.
E2b Increase the number of Civil Recovery Orders.

i)
i)
i)

E2a Value of MLAR Asset Seizures
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2023/24 2024/25
= Total Value ~  croeeeees Linear (Total Value)

E2a MLAR Assest Seizures By Seizure Type
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E2b Civil Recovery Orders {Ancillary Order Flag)
2

1K 563 o _____IEEE
592
1K 331
220
ok 212
FY 23-24 FY 24-25
01 Q2 e O3 04 ====- Benchnmark

E3 Value of Cryptocurrency Seizures
10,000K

E2a In Q3 a value of £11,662,880 asset seizures were recorded for money laundering and
asset recovery. This is a 52% (+£3,952,434) increase from the same period in 23/24, and 137%
(+£6,678,692) above the 23/24 quarterly average. The value has dropped in comparison to
the previous quarter, but the annual figure is showing a significant rise. The North West seized
£6M from one operation targeting solicitors facilitating money laundering.

E2b Previously, civil recorder orders were unavailable. Most civil recoveries are recorded as
either disruptions in APMIS, or via a flag for Ancillary Orders. Please note that these figures
are subject to change. Q3 is reporting a 63% increase (+211) in comparison to the same period
in 23/24. Overall, figures are reporting at 30% (+393) above the benchmark for 23/24.

E3 For Q3, there has been £43,000 in cryptocurrency seizures. Q3 is reporting 23% (-£12,615)
below the quarterly benchmark, however, overall cryptocurrency seizures are reporting an
15,839% (+£9,389,376) increase in comparison to 23/24. This increase can be explained by the
new powers that came into force this year for crypto asset seizures.

It is believed that all ROCUs are seizing crypto assets, and in the last year ROCUs have also
corrected some input errors on APMIS, inflating the 24/25 figures in comparison to 23/24.

__£43.000
£1,005,655

2 000K

£,000K

4 DO0K

2,000K £55,615 £1,664

£2,000
mw e mmeme e e—————
Fy 23-24 FY 24-25
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Improve Outcomes for Victims

Performance Measure 1: We will increase the policing response and outcomes linked to NFIB / FCCRAS crime dissemination packages.

Success Measures:

Fla Increase the number of NFIB Pursue disseminations received and alternative positive outcomes (Outcome 22) — Home Office Measure

i)
F1b Improve the judicial outcome rate and the alternative positive outcome rate — Home Office Measure i)
i)

Flc Reduce the percentage of outstanding returns.
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Fla NFIB Enforcement Disseminations (AF + FISS + CIFAS)

2,500

b 2,000

FY 23/24

— Q1 Q2

FY 24/25 FY 24/25 no Op

1,500
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a4 ----- HO TARGET

F1b Judicial Outcomes Recorded Nationally

.......... R*=0.4218

o1 @2 03 Q04 Q1 02 a3 a4 a1 Q2 a3
2022/23 2023/24 2024/25

e Judicial Outcomes — seeeeees Linear (Judicial Outcomes)

Flc National Aged Outstanding Disseminations - Total 30,021

2,305

Flc For aged outstanding disseminations,
data up to November 2024 reports 44%
(49,466) of disseminations are marked as

5,261 outstanding for England and Wales.

LA
© vas S8 In comparison to Q2 24/25, this is a 6%
- - : - decrease (-1,820), which is positive.

116,000
(14,000
12,000
10,000
8,000
5,000
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0

7-12 mths
HFY 19/20 FY 20/21

13-18 mths
FY 21/22

19-24 mths 24 mths +
FY 22/23  WFY 23/24

Fla NFIB disseminations increased in Q3 by 11% (+661) in comparison to Q3 for the previous
year. Q1 reported a large increase due to Met led operation Op Stargrew, targeting a web-
based platform described as a one-stop shop for phishing. Q2 & Q3 are reporting figures
closer to normal range, however still considerably larger than the previous year’s average. A
reason for this is that the National Coordinator’s Office have continued working with forces to
reduce their aged disseminations, particularly across the periods of 2019-20 to 2021-22.
Forces have responded positively to this work. Home Office Target Exceeded

We are currently not able to measure alternative positive outcomes due to changes being
made within the Home Office counting rules.

F1b Nationally, there have been 2,373 judicial outcomes during this period and 10,985 non—
judicial outcomes. This represents a 68% (+964) increase in judicial outcomes in comparison
to the previous year. NFA outcomes have increased by 18% (-1,653) in the same period. The
Home Office quarterly target of 1,547 has been exceeded by 32% (1,481).

Home Office Target Exceeded

All 45 forces were compliant in providing outcome information in a timely manner in Q3.

Total outcomes reported in a period can relate to disseminations from any time. The volume of outcomes fluctuates throughout the AAA
year as cases with varying numbers of crimes attached are completed. E.g. an investigation into a boiler room might have hundreds
of outcomes attached to it and closing the case will give many outcomes, potentially bringing closure to multiple victims.

n
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Performance Measure 2: We will deliver and co-ordinate regional Proactive Economic Crime Teams and uplifted National Lead Force teams to form part of the National Fraud Squad. The NFS
teams will proactively target fraudsters and disrupt offending achieving criminal justice and alternative outcomes.

Success Measures:

F2a Increase the number of disruptions against Fraud — Home Office Measure
F2b Increase the number of disruptions against Fraud organised crime groups (OCGs).

3

N/A

F2a National Disruptions Against Fraud

F2a Nationally there were 2,282 disruptions recorded for Q3. This is 39%

zggs _____ above the quarterly benchmark for 23/24 (+635).
2,000
1,500 For fraud related disruptions there were:
1,000
>0 * 21 major disruptions - 24% increase (+4) in comparison to Q3 23/24
Q1 02 Q3 Q4 Q1 02 Q3 Q4 Q1 Q2 Q3 Q4 * 130 moderate disruptions - 25% decrease (-43) in comparison to Q3 23/24
2022/23 2023/24 2024/25 * 2,124 minor disruptions - 49% increase (+703) in comparison to Q3 23/24
=== Total Disruptions ««:oeeee Linear (Total Disruptions) Home Offlce Ta rgEt Exceeded
National Disruptions by ROCU
900 s08 810
800 735
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F2b For OCG related disruptions, there is a software

related issue which is currently in development, and
we expect the data to be available for Q4.

Overall, there has been an increase in recording
disruptions on APMIS, however the incorrect
labelling of the different types of disruptions can
cause a skew in the statistics. Ensuring the
disruptions are correctly labelled as OCG disruptions
can help to mitigate this. CoLP are engaging with all
forces and regions to encourage the correct usage
of this system.

A local service with a national role, trusted by our communities to deliver policing with professionalism, integrity and compassion
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Performance Measure 3: We will lead the National Fraud Squad to PURSUE identified high harm offenders through joint, centrally co-ordinated national operations and to participate in NECC

led fraud intensifications throughout the year.

Performance Measure 4: We will support and assist the national development and implementation of the Fraud Targeting Cell by contributing resource and supporting the delivery of
systems and processes. We will increase intelligence packages into the system leading to increased proactive operations

Success Measures:

F3 Engage in all intensification efforts and target led national operations and evaluate operation-specific outcomes — Home Office Measure 1
F4 Increase the number of Fraud Targeting Cell packages allocated, adopted and investigated — Home Office Measure

i)

F3 In Q3, Operation EMMA 10 took place, targeting higher harm
individuals responsible for recruiting money mules online (mule herders).
Working with private sector partners and The Cyber Defence Alliance,
several mule herders were identified operating on Telegram and Snapchat.
The operation resulted in 76 arrests, 43 warrants, £818,000 in seizures of
cash and cryptocurrency, 13 asset freezing orders and 153 cease & desist
notices. Other seizures included a vehicle, multiple high value mobile
devices, bank cards, Class A drugs and approx. 60,000 counterfeit
cigarettes.

35 cease and desists were revisited which had been issued during EMMA
9. No further intelligence had been received of any continued offending,
highlighting the success of the tactic.

In Q4, Henhouse 4 will take place. which is the annual system wide Pursue
intensification on fraud and takes place throughout February. In total,
£763K in bids have been approved through the NECC led moderation
panel, with activity taking place across all 43 police forces, all regions and
partners including NCA, FCA and Trading Standards. A comprehensive
media strategy is in place to ensure we maximise impact with the public in
reassuring victims on the law enforcement response, to deter potential
offenders and use the raised profile in the public for protect messaging.
Home Office Target Met
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F4A The Fraud Targeting Cell (FTC) is a multi-agency
team, comprised of staff from ColLP and the National
Crime Agency, and primarily focused on proactive,
suspect led intelligence development into the highest
harm fraud offenders impacting the UK. The team
launched in April 2024 and produce intelligence
packages for the National Fraud Squad (NFS) and the
wider system.

In Q3, the FTC ran a well-attended workshop at SOCEX,
leading to future collaborative opportunities with
partners. A referral from an external partner about a
Ponzi scheme was developed and then taken on by
Fraud Operations with multiple arrests taking place,
which would not have been possible without utilising
the skills and capabilities of both the ColLP and NCA
parts of the FTC.

PECT teams made 13 arrests based on proactive
intelligence about mule herders on Telegram. The FTC is
also working with Mobile Network Operators on 'sim
farms,' with activities planned for the next quarter.
Home Office Target Met




Fraud Protect People and Businesses from the Threat of Fraud, Economic and Cyber Crime

practice, and promote local delivery of national messaging.

systems and services.

Performance Measure 5: We will develop and deliver a centrally co-ordinated National Fraud PROTECT Network that will align with the National Cyber PROTECT Network, share best

Performance Measure 6: We will deliver agreed and consistent content across the PROTECT network, to ensure consistent messaging in line with HMG guidance and promoting HMG

Success Measures:

F5a Increase the number of Protect engagement events and attendees — Home Office Measure

F5b Percentage of protect engagement event attendees (organisations and public) satisfied with the engagement they attended — Home Office Measure
F5c Percentage of protect engagement event attendees (organisations and public) likely to change their behaviours as a result of engagement — Home Office Measure
F6 Increase the number of individuals reached with social media campaigns — Home Office Measure

SNEIEIR

F5b&c The National Protect Coordinator and their team finalised surveys for protect
engagement attendees, and they have been used from the beginning of October. The
survey data for the first quarter has been useful in gaining quantitative and qualitative
feedback from attendees at events hosted by the National Fraud Protect Network. This
enables a full picture of the Network and the work they do to communicate a consistent
protect message to the public and organisations, and the behavioural change it
encourages. 98% of attendees were satisfied with their engagement with 96% likely to
change their behaviour. Home Office Target Met

F6 National Protect Disruptions F6 In Q3 1,260 disruptions have

500 been reported, an increase by 61%

500 196 472 482 (+477) on the same period of
400 403 407 360 3 300 23/24
305 :

300 It is expected that this trend will

el B B R R R EE B continue as Protect teams become

100 fully staffed and embedded, and

0 ) ) forces and regional teams increase

recording on APMIS. Home Office
I Major Minor Moderate ====- HO TARGET Target Exceeded

F5a 45 engagements were held across the network, with 184 attendees.
Some local campaigns supported by Protect staff include:

NWROCU: The Fraud Protect Coordinator organized a conference for officers from six
North West forces, focusing on the Banking Protocol and the recently implemented PSR.
This event provided CPD for the officers.

Tarian: The Protect team presented at the Fintech Wales conference in Cardiff, discussing
cyber and fraud prevention and the use of Al. They also participated in Scam Awareness
week at the BBC, utilizing the Cyber Van, and were featured on BBC Radio Wales.

ERSOU: The Fraud Protect team worked with universities and colleges, creating new
Fraud Protect information packages for Cease & Desist visits as part of Op Emma 10.

Met Police: The team is addressing the theft of mobile phones and subsequent fraud,
collaborating with financial institutions, crypto exchanges, and the mobile phone
industry.

Y&H: For Op Emma 10, all FE Colleges in the Yorkshire & Humber region were offered
briefings for student safeguarding staff on the types of fraud targeting students, including
sextortion. A series of meetings and presentations are being conducted across the region.
SWROCU: Fraud Protect achieved the first-ever official major disruption recorded on
APMIS in the country. They created an asset pack for Op Emma 10, which included a
video, pre-made social media posts, posters, flyers, and still images for digital screens.
Home Office Target Met

0 T~ ' =9 —J 111
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Performance Measure 1: We will increase the policing response and outcomes linked to NFIB / FCCRAS crime dissemination packages. We will ensure full and timely compliance from
forces to record disseminations from the NFIB appropriately and that subsequent outcomes are reported back to NFIB correctly.

Performance Measure 2: We will increase intelligence led proactive operations and self-development operations regarding Computer Misuse Act offending, ensuring the relevant
deconfliction safeguards are followed.

Success Measures:

Cla Improve the judicial outcome rate
C1b Increase the number of disruptions against cyber crime
Increase the number of operations involving the Computer Misuse Act (CMA)

C2

g
i)
i)

250

200

150

100

50

Cla: Cyber Judicial Outcomes

25
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Cla Nationally, there have been 31 cyber judicial outcomes during
this period and 1,068 non—judicial outcomes. This is a 29% (-7)
decrease in comparison to the same period of the previous year.
Q2 for 23/24, was a high judicial outcome month with 122 judicial
outcomes. Overall, judicial outcomes are reporting a 41% (-64)
decrease in comparison to the benchmark for the previous year.
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C1b National cyber disruptions are reporting a 25% increase (-510)
in comparison to the same period for the previous year. While
December figures may be reporting low, overall cyber disruptions
have surpassed the benchmark for the entire 23/24 period by 1%
(+71).

For Q2 there have been:

* 7 major disruptions - 40% increase in comparison to Q3 23/24
(+2)

* 69 moderate disruptions - 4% increase in comparison to Q3
23/24 (+3)

* 2,454 minor disruptions - 26% increase in comparison to Q3
23/24 (+511)

C2 The Police Cyber Alarm (PCA) pilot expanded in Q3 24/25,
distributing Notification Packs to most regions, though not all
received Local Malicious IP addresses. A national webinar in
January 2025 will launch and distribute Vulnerability and Local
Malicious IP Addresses starting February 2025. Officers and
staff have welcomed the Notification Packages, recognising
PCA's benefits for law enforcement and SMEs. Increased
engagement with member organisations has led to initiatives
like staff awareness sessions, cyber exercises, and adoption of
the NCSC Early Warning Service and CRC core membership.
However, a time lag is expected for 'use cases' due to the time
taken for subscriber checks on Local Malicious IP Addresses.

The NPCC, partnering with private sector entities, has
developed intelligence opportunities to identify UK-based cyber
criminals, with a successful proof of concept. Intelligence from
third parties is enriched by the NPCC team and forwarded to
TICAT for deconfliction and tasking, managed by NCPT and
CPDB. Initial intelligence packages are being refined before
formalisation, and contracts with intelligence providers are
being procured to provide intelligence and expedite the
process.
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Performance Measure 3: We will develop the current PROTECT notification processes to ensure a consistent approach to both the direct PROTECT officer taskings and the notifications

delivered at scale.

Performance Measure 4: We will ensure ROCUs and Forces are regularly using Police CyberAlarm to help support member organisations when issues are identified and use the data to
inform and drive PROTECT, PREVENT and PURSUE activity. PROTECT Officers will promote Police CyberAlarm to all SME organisations they engage with.
Performance Measure 5: We will deliver the new NPCC Cyber Resilience Centre (CRC) Model. This includes the new Operating Model to deliver the levels of consistency and assurance

required. CRCs and PROTECT officers will work together to support each other’s work and grow CRC membership

Success Measures:

C3 Develop the Protect notification procedure and increase notifications issued. 1
C4 Protect Officers to promote Police CyberAlarm to SME organisations. {
C5 Increase the number of Cyber Crime Unit referrals to Cyber Resilience Centres. 1

C4: Police CyberAlarm Signups
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C4 In Q3, 652 Small to Medium-sized enterprises (SMEs) signed up
to Police CyberAlarm. This is a 67% increase in comparison to Q2,
however overall, performance is reporting 30% below the Q3
benchmark (-840). During Q2 23/24 there was a spike in PCA sign
ups, this was credited to the Department for Education (DfE) sending
out a reminder to schools that membership was a condition of
obtaining a Risk Protection Agreement (RPA), essentially commercial
insurance. The DfE is an established supporter of Police CyberAlarm,
recognising the technical cyber security protection it offers
educational establishments that otherwise might not be able to
afford specialist IT support.

C5 There has been an increase to the number of Cyber Crime Unit
referrals to Cyber Resilience Centres. For Q3, there were 454
referrals made, this is a 6% increase (+26), in comparison to Q3
23/24.

Overall, referrals are reporting 17% (+179) above the 23/24 Q3
benchmark.

C3 In November 2024, an updated operating procedure for the
dissemination of three differing types of Protect notifications -
Urgent Protect, Protect and Retrospective Protect was
introduced. Notifications are sent out by NFIB (unless urgent
then directly from source) to the regional Protect teams.

A new KPlI has been added to the NPCC Performance
Framework for Regional Cyber Crime Units for Q4 24/25: TCUK
to complete 100% of NCA Triage, Incident and Tasking (TICAT),
or NFIB Protect taskings. This will formalise performance
reporting around Protect taskings, 440 had already been sent to
the network during Q1-Q3 24/25 using the old operating
procedure. Protect Notification outcomes will also be captured,
helping to quantify impact of the Protect network; for example,
the average ransomware payment is assessed to be £1.75 mill
(NAC assessment) therefore each successful Protect
intervention could be said to save UK businesses such an
amount.

I T =g =1
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Performance Measure 6: We will develop improved referral process for new nominals - to include Target Operating Model and definition of when a referral should be made. We will
introduce a single national or regional referral mechanism and implement risk assessment (CORA) and tasking mechanisms for PREVENT referrals.
Performance Measure 7: We will roll out the Cyber & Digital Specials & Volunteers (CDSV) Programme and platform to every region and Force and ensure effective management and

utilisation of CDSV skills across the network.

Success Measures:

C6a Increase the number of CORA assessments made

C6b Increase the number of PREVENT referrals

C7 Increase the number of CDSV Programme participants and their utilization across the network.
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C6a Cyber Offending Risk Assessments
(CORA) consolidate threat, vulnerability,
and impact data to equip decision makers
with actionable intelligence for securing
their cyber infrastructure. The number of
risk assessments using this process
decreased from Q2 to Q3 from 46 to 42, a
decrease of 3% (-4). Q2 & Q3, however
have shown a large increase in
comparison to Q1.

C6b *Please note this data is for October
and November only. A total of 52 Cyber
Prevent referrals were received in Q3
down 2% (-1) from Q2 the previous year.
There has been an improvement on the
23/24 quarterly average of 50 referrals,
which has been met in Q3. The measure
appears on track to improve upon last
year’s total.

C7 In Q3, ten volunteers joined across six different force or regional teams, bringing the

total to 128 across 33 teams. The volunteers remain primarily in the cyber network,

although work has expanded into fraud, economic crime and wider SOC. The value of

volunteering was recognised by nominations for outstanding CDSVs and CDSV managers

for NPCC Cybercrime Commendations throughout Q3.

Activities in Q3:

* Al generated audio detection project - engagement with Home Office innovation and
research on new applications for voice alteration

* Delivery of Cyber escape rooms/exercises at various locations

* Dark Net Market monitoring and intelligence generation

* Guest lecture on Al and Crime at the University of Portsmouth

* Al training delivery to Merseyside Police ECU

* Cyber Protect and Prevent presentation to parents of schoolchildren

* Project to provide automated systems to monitor activity and performance recording
for POLIT and Cyber.

* Assistance with reviewing and further developing python scripts written by NYP
Cybercrime.

* Op Tipper taskings (OSINT for high-risk stalking cases)

* Workshop input to 19 second year business students concerning the application of
data security topics.

I T =g =1
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Performance Measure 8: We will revise and roll out a clear training, CPD and accreditation pathway for all roles within TCUK, with regular reviews of the training needs analysis and

advancements in technology / threats. NPCC Deliver new strategy and delivery with the Economic and Cybercrime Academy.

Success Measures:

C8a Increase the number of Cyber training days

C8b Increase the number of Cyber training delegates
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C8b The number of delegates followed a similar seasonal
pattern to 2023/24, with Q3 reporting an 80% increase
(+51). In comparison to Q3 for 23/24, there is a 7% decrease
(-8) in training delegates.

SudoCyber is a gamified learning platform where access is
provided to officers and staff across TCUK by NPCC
Cybercrime to support initial learning and ongoing CPD.
SudoCyber contains multiple short training modules called
labs covering a variety of areas across the 4Ps. For Q3,
SudoCyber has seen a 10% increase in the completion of
training labs.

The NPCC Cybercrime Team is now using AccessPlanit (the
same platform as ECCA). In populating the cyber resources
on the platform, the NPCC Team can now review and
understand the capacity of the networks. The ability for
regions and forces to book their own courses is now
expected to go live in February 2025.

C8a During Q3, 30 days of training were
delivered to 115 delegates. The number of
courses has increased in comparison to Q2 by
131% (+17), however it was noted in Q2, there is
often a seasonal dip in the second quarter. In
comparison to Q3 for 23/24, training days are
reporting a 14% decrease (-5).

A local service with a national role, trusted by our communities to deliver policing with professionalism, integrity and compassion
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