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Summary

This report reviews the Risk Register for the Pensions Committee. The Risk Register
details the key risks that have been identified alongside a risk score which indicates the
likelihood of a risk being realised together with the potential impact to the organisation
and the appropriate mitigations.

When reviewing the risks, the Pensions Committee should be aware that some
similar/generic risks are also included in the (CoL) Police Pension Board or the
Investment Committee (previously Financial Investment Board, prior to its dissolution)
Risk Registers: risks CHB Pensions 009 McCloud Remedy, 007 Cyber security and 005
Fraud are on the CoL Police Pensions Board Risk Register and risk CHB Pensions 013
Responsible Investment Duties is on the Investment Committee Risk Register.

The narrative “risk update” and “latest note” on associated actions has been amended
where necessary.

The Risk Register is included at Appendix 2 and Members of the Committee are asked
to review the risks and actions and confirm that appropriate measures are in place.

Recommendations
Members are asked to:

o review the existing risks and actions present on the Pensions Committee’s Risk
Register, and confirm that appropriate control measures are in place; and

o confirm that there are no further risks relating to the services overseen by the
Pensions Committee.



Main Report

Background

1. The Pensions Committee reviews the Risk Register every 6 months and last reviewed

it at the meeting held on 17 September 2024. At that meeting Members reviewed the
existing actions and confirmed that appropriate controls were in place and that there
were no other risks relating to the services overseen by the Committee. Members did
however ask for a review on CHB-Pensions 007 Cyber Security. Officers agreed to
investigate what the overall risk for cyber security was for the Corporation and look to
re-word the risk on the Pensions Committee risk register to reflect the concerns raised.

. At the Pensions Committee meeting held on the 3 December 2024, Members received
Barnett Waddingham’s General Code of Practice compliance review in which there
was a recommendation to update CHB Pensions 005 Fraud to include ‘scams’ and
mitigation processes in more detail in line with best practice of the code.

Review of Risks

3. The method of assessing risk reflects the City of London’s standard approach to risk

assessment as set out in its Risk Management Strategy approved by the Audit and
Risk Management Committee in May 2014. The City of London Corporation risk
matrix, which explains how risks are assessed and scored, is attached at Appendix
1 of this report. Risk scores range from one, being lowest risk, to the highest risk score
of thirty-two. These scores are summarised into 3 broad groups, each with increasing

”

risk, and categorised “green”, “amber” or “red”.
. The Risk Register to be reviewed is set out in Appendix 2.
Table 1: Risk Summary

Risk code

Current
Risk Score

Current
Risk
Score

Risk title

Indicator

CHB Pensions 009

McCloud Remedy

12

CHB Pensions 001

Insufficient assets - Pensions Fund

CHB Pensions 007

Cyber Security

CHB Pensions 010

Targeted returns — Pension Fund

CHB Pensions 003

Short term Cash flow

CHB Pensions 004

Breach of GDPR/Data Protection
regulations
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CHB Pensions 006

Employer Insolvency

CHB Pensions 008

Pension Scheme Administration

CHB Pensions 011

Service provider failure

CHB Pensions 012

Governance/Legislative Compliance

CHB Pensions 013

Failure to discharge responsible
investment duties
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CHB Pensions 005

Fraud
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5. The Risk Register contains thirteen risks which are summarised in table 1 above. In
the table, “Current Risk Score indicator” displays the current “RAG” rating for each
risk. Each risk presented in the Risk Register is accompanied by one or more
“action(s)” which reflect how the risk is managed and mitigated. A “due date” for
required completion is set against each action. Due to the nature of the risks overseen
by the Committee, in many cases it is impossible to entirely eliminate a risk, and
therefore corresponding actions will always remain live. These ongoing actions are
necessary in order to maintain the current risk score. Where this is the case the Risk
Register includes an annual due date, which will be renewed each year.

6. Officers have reviewed the Risk Register to establish whether the risk environment
has changed and whilst all scores have been maintained at their previous levels each
has been reviewed and updated where necessary in the Register itself. Updates to
the Risk Register are underlined throughout.

7. As requested by Members, Officers have reviewed Cyber Security on the corporate
risk register, and reassessed CHB Pensions 007 Cyber Security on the Pensions
Committee risk register. The risk rating has been increased to an 8 (Amber) from 4
(Green). This has increased the impact of the risk but keeps the likelihood low as the
City of London Corporation has a cyber security plan and mitigations in place.

8. Following Barnett Waddingham’s Review of the Pensions Regulator's General Code
of Practice at the last Pensions Committee in December 2024, Officers agreed to
include ‘scams’ and mitigation processes in more detail under CHB Pensions 005
Fraud. Officers have amended the risk register to ensure that this is covered as per
best practice within the general code of practice.

Conclusion

9. The risks overseen by the Pensions Committee are primarily of low likelihood but
represent substantial impact, particularly with regards to financial loss and
reputational damage.

10.Officers have amended and updated CHB Pensions 007 Cyber Security as per
Members request at the last Committee that the risk register was reviewed and CHB
Pensions 005 Fraud in line with the Pension Regulators General Code of Practice.

11.The Pensions Committee is requested to review the risks and confirm that appropriate
control measures are in place for these risks and that there are no other risks that
should be added to the Risk Register.

Appendices
e Appendix 1 — City of London Corporation Risk Matrix
¢ Appendix 2 — Pensions Committee Risk Register
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